CHAPTER | |
CLASSI FI CATI ON
Section 1
CLASSI FI CATI ON RESPONSI BI LI TI ES

2-100  Accountability of Cassifiers

a. Cassifiers are accountable for the propriety of the classifications
t hey assign, whether by exercise of original classification authority or by
derivative classification.

b. An official who classifies a docunent or other material and is identi-
fied thereon as the classifier is and continues to be an accountable classifier
even though the docunent or naterial is approved or signed at a higher level in
t he same. organi zation- (See subsection 4-104.)

2-101 Cl assification Approval

a. Wen an official signs or approves a docunent or other material already
marked to reflect a particular level of classification, he or she shall review
the information contained therein to determine if the classification markings
are appropriate. |f, in his or her judgnent, the classification markings are
not supportable, he or she shall, at that time, cause such markings to be
renoved or changed as appropriate to reflect accurately the classification of
the information involved.

b. A higher level official through or to whom a docunent or other materi al
passes for signature or approval becones jointly responsible with the account-
able classifier for the classification assigned. Such official has discretion
to deci de whether a subordinate who has classification authority shall be
identified as the accountable classifier when he or she has exercised that
aut hority.

2-102 Cl assification Planning

a. Advance classification planning is an essential part of the devel opnent
of any plan, operation, program research and devel opment project, or procure-
ment action that involves classified information. (Cassification nust be con-
sidered fromthe outset to assure adequate protection for the information and
for the activity itself, and to elimnate inpedinents to the execution or
i mpl enentation of the plan, operations order, program project or procurenent
action.

b. The official charged with devel oping any plan, program or project in
which classification is a factor, shall include under an identifiable title or
headi ng, classification guidance covering the information involved. The
gui dance shall conformto the requirenents contained in section 4 of this
Chapter.



2-103 Chal | enges to Cl assification

|f holders of classified information have substantial reason to believe
that the information is classified inproperly or unnecessarily, they shall
comuni cate that belief to their security Oanager (subsection 13-304) or the
classifier of the information to bring about any necessary correction.

a. Each DoD Conponent shall establish procedures whereby hol ders of
classified information nmay chal |l enge the decision of the classifier.

b. Challenges to classification made under this subsection shall include
sufficient description of the information being challenged to permt identifi-
cation of the information and its classifier with reasonable effort. Challenges
to classification shall also include the reason or reasons why the chall enger
believes that the information is classified inproperly or unnecessarily.

c. Challenges received under this subsection shall be acted upon within
30 days of receipt. The challenger shall be notified of any changes nade as a
result of the challenge or the reasons why no change is nade.
# -~
d. Pending final determ nation of a challenge to classification, the
i nformation or docunent in question shall be safeguarded as required for the
| evel of classification initially assigned.

e. The fact that an enployee or mlitary nenber of the Departnment of
Def ense has issued a challenge to classification shall not in any way result
In or serve as a basis for adverse personnel action.

f.  The provisions of this paragraph do not apply to or affect declassifi-
cation review actions undertaken under the nmandatory review requirenents of
section 3, Chapter Ill of this Regulation or under the provisions of DoD
Directive 5400.7 (reference (p)).

2-104 OSD CLASSI FI CATI ON CHALLENGE PROCEDURES

a THE PREFERRED METHOD OF CONDUCTI NG CLASSI FI CATI ON CHALLENGE ACTI ONS
| S FOR THE CHALLENGER AND CLASSI FI ER TO DI SCUSS THE MATTER TOGETHER | NFORMALLY.
THAT METHOD EDUCATES BOTH PARTIES AND ENSURES OSD COWMPLI ANCE WTH THI' S
| NSTRUCTI ON W THOUT FORMAL PROCEDURES.

b. |IF A HOLDER OF OSD CLASSI FI ED | NFORMVATI ON DESI RES TO PROCEED W TH A
FORMAL AND WRI TTEN CHALLENGE, HE OR SHE SHALL ADDRESS THE CHALLENGE TO THE PSD.
THE CHALLENGE SHALL CONTAIN THE | NFORMATI ON REQUI RED BY PARAGRAPH 2- 103 B.,
ABOVE . | F THE CHALLENGER DESI RES TO HAVE HI'S OR HER ANONYM TY PRESERVED FROM
THE CLASSI FI ER, A STATEMENT TO THAT EFFECT SHALL BE | NCLUDED IN THE CHALLENGE.

c.. PSD SHALL FORWARD THE CHALLENGE THROUGH THE OSD COVPONENT SECURI TY
MANAGER TO THE CLASSI FI ER, PRESERVI NG THE ANONYM TY OF THE CHALLENGER IF
REQUESTED .

d. UPON RECEIPT OF A CHALLENGE, THE CLASSIFIER SHALL DO THE FOLLOW NG

1. REVIEW THE CHALLENGED | NFORMATI ON AND DETERM NE El THER
(A) THAT THE CHALLENGE IS VALID.
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(B) THAT THE CHALLENGE |'S NOT VALID AND THE | NFORMATI ON | S CLASSI -
FI ED PROPERLY UNDER THI S | NSTRUCTI ON .

2. |F THE CHALLENGE | S VALI D

(A) DECLASSIFY , UPGRADE, DOWNGRADE, OR REDUCE THE DURATI ON OF
CLASSI FI CATI ON OF THE CHALLENGED | NFORMATI ON .

(B) NOTIFY ALL HOLDERS OF THE | NFORMATI ON OF THE CHANGES.
(c) NOTIFY PSD OF THE CHANGES MADE AS A RESULT OF THE CHALLENGE.
3. | F THE CLASSI| FI ER DETERM NES THE CHALLENGE |'S NOT VALID, PSD
SHALL BE NOTIFIED IN WRI TING  THE RESPONSE SHALL | NCLUDE THE CLASSIFIER * S
RATI ONALE FOR DENYI NG THE CHALLENGE
e. THE PSD SHALL NOTI FY THE CHALLENGER OF THE RESULTS OF THE CHALLENGE.
Section 2

CLASSI FI CATION PRI NCI PLES , CRITERI A, AND CONSI DERATI ONS

2-200 Reasoned Judgnent

Reasoned judgnment shall be exercised in nmaking classification decisions.
A positive basis Oust exist for classification. Both advantages and dis-
advant ages of classification nust be weighed. |If, after consideration of the
provisions of this section, there is reasonable doubt, the provisions of
paragraph 1-400 b. apply.

2- 201 | dentification of Specific Information

Before a classification deternmination is [l ade, each item of information
that may require protection shall be identified. This requires identification
of that specific information that conprises the basis for a particular national
advant age or advantages that, if the information were conprom sed, would or
coul d be damaged, mnimzed, or lost, thereby adversely affecting national
security.

2-202 Specific dassifying Criteria

A determnation to classify shall be made only by an original classifica-
tion authority when, first, the information is within categories a. through j.,
bel ow; and second, the unauthorized disclosure of the information, either by
itself or in the context of other information, reasonably could be expected to
cause damage to the national security. The determ nation involved in the first
step is separate and distinct fromthat in the second. Except as provided in
subsection 2-203, the fact that the information falls under one or nore of the
criteria shall not mean that the information automatically neets the danmage
criteria. Information shall be considered for classification if it concerns:

a. Mlitary plans, weapons, or operations;



b. MVulnerabilities or capabilities of systens, installations, projects,
or plans relating to the national security;

c. Foreign governnent information;

d. Intelligence activities including special activities, or intelligence
sources or methods;

e. Foreign relations or foreign activities of the United States;

f. Scientific, technological, or economic matters relating to the national
security;

g. U S Governnment prograns for safeguarding nuclear materials or
facilities;

h. cryptol ogy;

] ] ‘
A confidential source: or

j. Qher categories of information that are related to national security
and that require protection against unauthorized disclosure as determ ned by
the Secretary of Defense or Secretaries of the MIlitary Departnents. Reconmen-
dations concerning the need to designate additional categories of information
that may be considered for classification shall be forwarded through charnels
to the appropriate Secretary for determ nation. Each such determ nation shall
be reported pronptly to the Director of Security Plans and Prograns, ODUSD(P),
for promulgation in an Appendix to this Regulation and reporting to the
Director, 1S00.

2-203 Presunption of Damage

Unaut hori zed disclosure of foreign governnent information (see subsection
11-100), the identity of a confidential foreign source, or intelligence sources
or nethods is presuned to cause damage to the national security.

2-204 Limtations on C assification

a. Cassification may not be used to conceal violations of [|aw,
inefficiency, or admnistrative error, to prevent enbarrassment to a person,
organi zation or agency, or to restrain conpetition.

b. Basic scientific research information not clearly related to national
security may not be classified. (See al so subsection 2-205.)

c. A product of nongovermment research and devel opnent that does not
i ncorporate or reveal classified information to which the producer or devel oper
was given prior access Oay not be classified until and unless the governnent
acquires a proprietary interest in the product. This prohibition does not
affect the provisions of the Patent Secrecy Act of 1952 (reference (q)). (See
section 7, this Chapter.)



d. References to classified docunents that do not reveal classified
i nformati on may not be classified or used as a basis for classification.

e. Cassification may not be used to limt dissemnation of information
that is not classifiable under the provisions of E.O. 12356 (reference (g)) or
this Regulation or to prevent or delay public release of such information.

f. Information may be classified or reclassified after receiving a request
for it under the Freedomof Information Act (reference (p)), the Privacy Act
(reference (r)), or the mandatory review provisions of this Regulation (section
3, Chapter I111) if such classification is consistent with this Regul ation and
I s acconplished personally and on a docunent - by-docunent basis, except as
provided in paragraph g., below, by the Secretary or Deputy Secretary of
Def ense, by the Secretaries or Under Secretaries of the Mlitary Departnents,
by the senior official designated by each Secretary under Section 5.3(a) of
reference (g), or by an official with original Top Secret classification
aut hority. (See subsection 2-801.)

g. “The Secretary-of Defense and the Secretaries of the MIlitary Depart-
ments may reclassify information previously declassified and disclosed, and
they may classify unclassified information that has been disclosed, if they
determine in witing that the information requires protection in the interest
of national security and the information may reasonably be recovered. (See
subsection 2-801.) Any such reclassification or classification shall be
reported to the DUSD(P) for subsequent reporting to the Director, ISCO.

2- 205 Classifying Scientific Research Data

Ordinarily, except for information that neets the definition of Restricted
Data, basic scientific research or its results shall not be classified. However,
classification would be appropriate if the information concerns an unusually
significant scientific breakthrough and there is sound reason to believe that
it is not known or within the state-of-the-art of other nations, and it supplies
the United States with an advantage directly related to national security.

2- 206 Cl assi fyi ng Docunments

Each docunment and portion thereof shall be classified on the basis of the
information it contains or reveals. The fact that a docunment mnakes reference
to a classified docunent is not a basis for classification unless the reference
citation, standing alone, reveals classified information. (See paragraph
2-204 d.) The overall classification of a docunment or group of physically-
connected docunents shall be at |east as high as that of the nost highly classi-
fied conponent. The subject or title of a classified document normally should
‘be unclassified. Wen the information revealed by a subject or title warrants
classification, an unclassified short title should be added for reference
pur poses.

2- 207 Classifying Material OQther Than Docunents

a. Itens of equipnment or other physical objects shall be classified only
when classified information nmay be derived from them by visual observation of
their internal or external appearance or structure> or by their operatiomn, test,



application, or use. The overall classification assigned to end itens of equip-
ment or objects shall be at least as high as the highest classification of any
of its integrated parts.

b. If mere know edge of the existence of the item of equipnent or object
woul d conpromise or nullify its national security advantage, its existence
woul d warrant classification.

2- 208 State of the Art and Intelligence

Classification requires consideration of the information available from
intelligence sources concerning the extent to which the same or simlar informa-
tion is known or is available to others. It is also inportant to consider
whether it is known, publicly or internationally, that the United States has
the information or even is interested in the subject matter. The state-of-the-
art in other nations nmay often be a vital consideration.

2-209 Effect of Open Publication

Classified information shall not be declassified automatically as a result
of any unofficial publication or inadvertent or unauthorized disclosure in the
United States or abroad of identical or simlar information. Appearance in
the public domain of information currently classified or being considered for
classification does not preclude initial or continued classification. However,
such disclosures require imedi ate determ nation of the degree of damage to
the national security and reevaluation of the information to determ ne whether
t he publication has so conpromi sed the information that downgradi ng or decl assi -
fication is warranted. (See also Chapter VI.) Simlar consideration nmust be
given to related itens of information in all prograns, projects, or itens
Il ncorporating or pertaining to the conpromsed itens of information. Holders
shoul d continue classification until advised to the contrary by a conpetent
government authority.

2-210 Reeval uation of Cassification Because of Conprom se

Classified information, and information related thereto, that has been
| ost or possibly conprom sed, shall be reeval uated and acted upon as foll ows:

a. The original classifying authority, upon learning that a |oss or
possi bl e conprom se of specific classified information has occurred, shall
prepare a witten damage assessnent and:

1. Reevaluate the information involved and determ ne whether (a) its
classification should be continued w thout change; (b) the specific informationm,
or parts thereof, should be Oedified to mnimze or nullify the effects of the
reported conpronmise and the classification retained; (c) declassification,
downgr adi ng, or upgrading is warranted; and (d) counterneasures are appropriate
and feasible to negate or mnimze the effect of the conprom se.

2. Gve pronpt notice to all holders of such information when the
determnation is wthin categories (b), (c), or (d) of subparagraph 1., above.



b. Upon learning that a conprom se or probable conprom se has occurred,
any official having original classification jurisdiction over related inform-
tion shall reevaluate the related information and determ ne whet her one of the
courses of action enunerated in subparagraph al., above, should be taken or,

i nstead, whether upgrading of the related information is warranted. \Wen such
a determnation is wthin categories (b), (c), or (d) of subparagraph al.,
above, or that upgrading of the related itens is warranted, pronpt notice of

the determ nation shall be given to all holders of the related information.
(See Chapter VI.)

2-211 Conpi l ation of Information

Certain information that would otherwise be unclassified may require
cl assification when conbined or associated with other unclassified information.
However, a conpilation of unclassified itens of information should normally
not be classified. I n unusual circunstances, classification nmay be required
i f the conbination of unclassified items of information provides an added
factor that warrants classification under subsection 2-202. dassification on
this basis shall be fully supported by a witten explanation that wll be pro-
7ided with the material so classified. (See al so subsection 4-203.)

1-212 Extracts of Information

| nformation extracted from a classified source shall be derivatively
:lassified or not classified in accordance with the classification markings
thown in the source. The overall and internal markings of the source should
upply adequate classification guidance. | f internal markings or classifica-
.ion gui dance are not found in the source, and no reference is nade to an
ppplicable and available classification guide, the extracted information shall
ve classified according either to the overall marking of the source, or guidance
wbtained fromthe classifier of the source naterial.

Section 3
DURATI ON OF ORI G NAL CLASSI FI CATI ON

2-300 Gener al

Wien a determnation is made by an official with authority to classify
originally information as Top Secret, Secret, or Confidential, such official
nmust al so determ ne how long the classification shall remain in effect.

2- 301 Duration of C assification

a. Information shall be classified as long as required by national
security considerations.

b. Wen it can be determ ned, a specific date or event for declassifica-
tion shall be set by the original classification authority at the tinme the
information is classified originally. Such dates or events shall be consistent

with national security. Any event specified for declassification shall be an
event certain to occur.



c. Oiginal classification authorities may not be able to predetermne a
date or event for automatic declassification in which case they shall provide
for the indefinite duration of classification (see Chapter IV for the marking
“Originating Agency’'s Determ nation Required’).

d.  Information classified under predecessor orders and marked for
decl assification review shall remain classified until reviewed for declassifica-
tion under the provisions of this Regulation (also see paragraph 4-600 b.).

2- 302 Subsequent Extension of Duration of Cassification

The duration of classification specified at the time of original classifi-
cation Oay be extended only by officials with requisite original classification
authority and only if all known holders of the information can be notified of
such action before the date or event previously set for declassification. Any
decision to continue classification of information designated for automatic
decl assification under E.0. 12065 (reference (hh)) or predecessor orders,
ot her than on a docunent-by-docunent basis, shall be reported to the DUSD(P)
who shall, in turn, report to the Director, 1S00.

Section 4

CLASSI FI CATI ON GUI DES
2-400 Gene ra 1

a. A classification guide shall be issued for each classified system
program plan, or project as soon as practicable before the initial funding or
| npl enentation of the system program plan or project. Successive operating
echel ons shall prescribe nore detailed supplenental guides that are considered
essential to assure accurate and consistent classification. |In preparing
classification guides, originators should review DoD 5200.1-H (reference (5s)).

b. Cassification guides shall:

1. ldentify the information elenents to be protected, using categori-
zation to the extent necessary to ensure that the information involved can be
identified readily and uniformy;

2. State which of the classification designations (that is, Top
Secret, Secret, or Confidential) applies to each elenent or category of
I nformati on;

3. State declassification instructions for each elenent or category
of information in terns of a period of tine, the occurrence of an event, or a
notation that the information shall not be declassified automatically w thout
approval of the originating agency; and

4, State any special public release procedures and foreign disclosure
consi derati ons.



c. Each classification guide shall be approved personally and in witing
by an official who:

1. Has program or supervisory responsibility over the information or
Is the senior agency official designated by the Secretary of Defense or
Secretaries of the MIlitary Departnents in accordance with Section 5.3{(a) of
E.0. 12356 (reference (g))-; and

2. |s authorized to classify information originally at the highest
| evel of classification prescribed in the guide.

d. THE OSD COVPONENT OFFI Cl AL HAVI NG PRI MARY FUNCTI ONAL AND MANAGEMENT
RESPONSI BI LI TY FOR SYSTEMS, PROGRAMS, PROJECTS, OR PLANS SHALL DEVELOP AND
| SSUE A SECURI TY CLASSI FI CATI ON GUI DE.

2-401 Mul ti service |Interest

For each classified system program project, plan, or item involving
nore than one DoD Conponent, a classification guide shall be issued by (a) the
elenent in the Ofice of the Secretary of Defense that assumes or is expressly
designated to exercise overall cognizance over it; or (b) the DoD Conponent
that is expressly designated to serve as the executive or admnistrative agent
for the particular effort. Wen there is doubt which Conponent has cogni zance
of the information involved, the matter shall be referred to the DUSD(P) for
resol ution.

2-402 Research, Devel opnent, Test, and Eval uati on

A program security classification guide shall be devel oped for each system
and equi pnent devel opnent program that involves research, devel opnent, test,
and eval uation (RDT&E) of classified technical information. For each such
program covered by an approved Deci si on Coordi nati ng Paper (DCP) or Program
Qbj ective Menorandum (POM), initial basic classification guidance applicable
to technical characteristics of the system or equi pnent shall be devel oped and
submtted with the proposed DCP or POMto the Under Secretary of Defense for
Research and Engineering for approval. A detailed classification guide shall
be devel oped and issued as near in tine as possible to the approval of the DCP
or POM

2-403 Proj ect Phases

Whenever possible, classification guides shall cover specifically each
phase of transition, that is, RDT&E, procurenent, production, service use, and
obsol escence, wth changes in assigned classifications to reflect the changing
sensitivity of the information involved.

2-404 Revi ew of C assification Qi des

a. Classification guides shall be reviewed by the originator for currency
and accuracy not |ess than once every 2 years. Changes shall be issued pronptly.
|f no changes are nade, the originator shall so annotate the record copy and
show the date of the review
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b. dassification guides issued before August 1, 1982, that are in current
" use must be updated to neet the requirements of paragraph 2-400 b. Such updating
shal | be acconplished by the next biemnial review  Converting previous

decl assification determ nations directed by classification guides shall be
acconplished in accordance with the follow ng:

1. Automatic declassification dates or events remain in force unless
changed by competent authority in accordance with subsection 2-302.

2. Dates for declassification review shall be changed to automatic
decl assification dates or provide for the indefinite duration of classification.

2- 405 Distribution of Cassification CGuides

a. A copy of each approved classification guide and changes thereto other
than those covering SCI shall be sent to the Director of Freedom of Information
and Security Review O fice of the Assistant Sécretary of Defense (Public
Affairs), and to the Director of Security Plans and Prograns, ODUSD(P). A
copy of each approved classification guide covering SCI shall be submtted to
and nmaintained by the Senior Intelligence Oficer who has security cogni zance
over the issuing activity.

b. Two copies of each approved classification guide and its changes shall
be sent by the. originator to the Admnistrator, Defense Technical |nformation
Center (DTIC), Defense Logistics Agency, unless such guide is classified Top
Secret, or covers SCI, or is determ ned by the approval authority of the guide
to be too sensitive for automatic secondary distribution to DoD Conponents.

Each classification guide forwarded to DTIC nust bear distribution statenent B,
C D E F, or XfromDoD Drective 5230.24 (reference (bbb)) on its front cover
or first page if there is no cover.

2- 406 | ndex of Security C assification Quides

a. Al security classification guides, except as provided in subparagraph
b., below, issued under this Regulation shall be listed in DoD 5200.1-1
(reference (t)), on the basis of information provided on DD Form 2024, “DoD
Security Cassification Guide Data Elenents.” The originator of each guide
shal | execute DD Form 2024 when the guide is approved, changed, revised,
rei ssued, or canceled, and when its biennial review is acconplished. The
original copy of each executed DD Form 2024 shall be forwarded to the Director
of Security Plans and Prograns, ODUSD(P) who will maintain the |Index. Report
Control Synbol DD-POL (B&AR)1418 applies to this information collection system

b. Any classification guide that because of classification considerations

Is not listed in accordance with paragraph a. , above, shall be reported by the
originator to the Director of Security Plans and Prograns, ODUSD(P). The report
shall include the title of the guide, its date, the classification of the guide,

and identification of the originating activity. A separate classified |ist of
such guides will be maintained. Report Control Synbol DD-POL(B&AR)1418 applies
to this information collection system
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Section 5
RESOLUTI ON OF CONFLI CTS
2- 500 Cener al
When two or nore offices, headquarters, or activities disagree concerning
a classification, declassification, or regrading action, the disagreenment nust

be resol ved pronptly.

2-501 Pr ocedur es

| f agreenent cannot be reached by informal consultation, the matter shall
be referred for decision to the |owest superior common to the disagreeing
parties. | f agreenent cannot be reached at the major command (or equival ent)
| evel, the matter shall be referred for decision to the headquarters office
havi ng overal |l classification managenent responsibilities for the Conponent.
That office shall also be advised of any disagreenent at any echelon if pronpt
resolution is not likely to occur.

—

2-502 Fi nal Deci sion

Di sagreenen’ ts between DoD Conponent headquarters, if not resolved pronptly,
shall be referred for final resolution to the ODUSD(P).

2-503 Timing
Action under this section at each |evel of consideration shall be conpleted
within 30 days. Failure to reach a decision within 30 days shall be cause for
referral to the next level for consideration.
Section 6

OBTAI NI NG CLASSI FI CATI ON EVALUATI ONS

2-600 Pr ocedur es

|f a person not authorized to classify originates or develops information
that he or she believes should be safeguarded, he or she shall:

a. osaregijuard the information in the reaner prescribed for the intended
classification (see paragraph 1-400 b.);

b. Mark the information (or cover sheet) with the intended classification
desi gnation prescribed in section 5 Chapter 1I;

¢c. Transmt the information under appropriate safeguards to an appropriate
classification authority for evaluation. The transmttal shall state that the
information is tentatively marked to protect it in transit. If such authority
is not readily identifiable, the information should be forwarded to a head-
quarters activity of a DoD Conponent, to the headquarters office having overall
cl assification managenent responsibilities for a DoD Conponent, or to the
DUSD(P). A determnation whether to classify the information shall be nade
w thin 30 days of receipt;
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d. Upon decision by the classifying authority, the tentative marking
shal | be removed. If a classification is assigned, appropriate [l arkings shall
be applied; but

e. In an enmergency requiring inmedi ate comunication of the information,

after taking the action prescribed by paragraphs a. and b. , above, transmt
the information and then proceed in accordance wth paragraph c., above.

Section 7
| NFORVATI ON DEVELOPED BY PRI VATE SOURCES
2-700 Cener al
There are sone circunstances in which information not neeting the defini-
tion in subsection 1-305 nmay warrant protection in the interest of national

security.

2-701 Pat ent Secrecy Act

The Patent Secrecy Act of 1952 (reference (q)) provides that the Secretary
of Defense, anobng others, may determ ne that disclosure of an invention by
granting of a patent would be detrinental to national security. See DoD
Directive 5535.2 (reference (u)). A patent application on which a secrecy
order has been inposed shall be handled as follows within the Departnent of
Def ense:

a. If the patent application contains information that warrants classifica-
tion, it shall be assigned a classification and be nmarked and safeguarded
accordingly.

b. If the patent application does not contain information that warrants
classification, the follow ng procedures shall be followed:

1. A cover sheet (or cover letter for transmttal) shall be placed
on the application with substantially the follow ng | anguage:

The attached material contains information on
whi ch secrecy orders have been issued by the

U S Patent Ofice after determ nation that

di scl osure woul d be detrinental to national
security (Patent Secrecy Act of 1952, 35 U.S.C.
181-188). lts transm ssion or revelation in any
reaner to an unauthorized person is prohibited
by law. Handle as though classified CONFIDENTI AL
(or such other classification as would have been
assigned had the patent application been wthin
the definition provided in subsection 1-305).

2. The information shall be withheld from public release; its dis-

sem nation within the Departnment of Defense shall be controlled; the applicant
shall be instructed not to disclose it to any unauthorized person; and the .
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patent application (or other document incorporating the protected information)
shal | be safeguarded in the reamer prescribed for equivalent classified
mat eri al .

c. |If filing of a patent application with a foreign governnment is
approved under provisions of the Patent Secrecy Act of 1952 (reference (Q))
and agreenents on interchange of patent information for defense purposes, the
copies of the patent application prepared for foreign registration (but only
t hose copies) shall be marked at the bottom of each page as foll ows:

Wt hhel d under the Patent Secrecy Act
of 1952 (35 U.S.C. 181-188).

Handl e as CONFI DENTI AL (or such ot her
| evel as has been determ ned).

2-702 | ndependent Research and Devel opnent

—_

a. “Information in a docunent or material that is a product of government-
sponsored i ndependent research and devel opnent conducted w thout access to
classified information may not be classified unless the government first
acquires a proprietary interest in such product.

b. If no prior access was given but the person or conpany conducting
t he i ndependent research or devel opment believes that protection nmay be
warranted in the interest of national security, the person or conpany should
safeguard the information in accordance wth subsection 2-600 and submt it to
an appropriate DoD elenent for evaluation. The DoD el ement receiving such a
request for evaluation shall nake or obtain a determ nation whether a classifi-
cation would be assigned if it were governnent information. [If the determ na-
tion is negative, the originator shall be advised that the information is
uncl assi fi ed. |f the determnation is affirmative, the DoD el enent shall nake
or obtain a determ nation whether a proprietary interest in the research and
devel opnent will be acquired. If so, the information shall be assigned proper
cl assification. |f not, the originator shall be informed that there is no
basis for classification and the tentative classification shall be cancel ed.

2- 703 QO her Private Information

The procedure specified in subsection 2-600 shall apply in any case not
specified in subsection 2-702, such as an unsolicited contract bid, in which
private information is submtted to a DoD elenment for a determ nation of
classification.

Section 8

REGRADI NG

2-800 Raising to a Hi gher Level of Cassification

The upgrading of classified information to a higher |evel than previously
determned by officials wth appropriate classification authority and juris-
diction over the subject matter is permtted only when all known hol ders of
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the information (a) can be notified pronptly of such action, and (b) are

aut hori zed access to the higher level of classification, or the information
can be retrieved fromthose not authorized access to information at the con-
tenpl ated hi gher |evel of classification.

2-801 Classification of Information Previously Determned to be
Uncl assi fi ed

Uncl assified i nformati on, once comuni cated as such, may be classified
only when the classifying authority (a) nmakes the determnation required for
upgradi ng in subsection 2-800; (b) determnes that control of the information
has not been lost by such communication and can still be prevented from being
| ost; and (c) in the case of information released to secondary distribution
centers, such as the DIIC, determ nes that no secondary distribution has been
made and can still be prevented (see al so paragraphs 2-204 f. and 2-204 g.)

2-802 Notification

Al known hol ders of information that has been upgraded shall be notified
pronptly of the upgrading action.

2- 803 Downgr adi ng

When it will serve a useful purpose, original classification authorities
may, at the time of original classification, specify that downgrading of the
assigned classification will occur on a specified date or upon the occurrence
of a stated event.

Section 9

| NDUSTRI AL  OPERATI ONS

2-900 Classification in Industrial Operations

Classification of information in private industrial operations shall be
based only on gui dance furni shed by the government. [Industrial nanagenent may
not make original classification determ nations and shall inplenment the classi-
fication decisions of the U S Governnent contracting authority.

2-901 Contract Security Cassification Specification

DD Form 254, “Contract Security Cassification Specification,” shall be
used to convey contractual security classification guidance to industrial
managenent. DD Forns 254 shall be changed by the originator to reflect changes
in classification guidance and reviewed for currency and accuracy not |ess
t han once every 2 years. Changes shall conformw th this Regulation and DoD

5220. 22-R and DoD 5220.22-M (references (j) and (k) and shall be provided to
all holders of the DD Form 254 as soon as possible. Wen no changes are made

as a result of the biennial review, the originator shall so notify all holders
of the DD Form 254 in witing.
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